PK| DIGITAL CERTIFICATE
EXPORT/IMPORT PROCESS

Exporting a certificate using I nter net Explorer 6.0

Step 1. Open Internet Explorer 6.0

Step 2: Select Toolsat thetop and then select I nternet Options as shown below

/Y accessKansas: the Official Web site for the State of Kansas - Microsoft Internet Explorer

File Edit M“iew Favorites | Tools  Help
dm Back r mp - Ia @ ot Mall and News L @Media @ | %v = =~ @

Synchronize. ..
Address I:El hitkp: f ey, accessk

Windows Update
The Official YWeb site

Showe Related Links sds

Y¥ahoo! Messenger
Sun Java Console

aCCGSSB Reset Web Settings. i,

A serviee of the ENFORMATION NETYY(
Internet Options. ..
[ Searc sting =]

Welcome New Services

Step 3: Select the Content Tab

2l x|

General |Seu:urit_l,ll F'ri'-.-'au:_l,ll Enntentl Eunnectinnsl F'n:ugramsl .ﬁ.dvancedl

—Home page
% f'ou can change which page to use for pour home page.
Address:

I1ze Current I1ze Default I1ze Blank

— Temporary |nternet files

o) Pages you wiew on the Intermet are stared in a special folder
@ Y for quick viewing later.

Delete Cookies... |  Delete Files. . Settings...

—Hiztary

The History folder containg links to pages vou've visited, far
quick access to recently viewed pages.

Days ta keep pages in histary: |2EI E: Clear Hiztory |

Colors... | Faonts... | Languages. .. | .-’-'-.u:u:essibilit_l,l...l

k. I Cancel | F¥um 1 |




Step 4. Click Certificates

Internet Options

Generall Securit_l,ll Privacy Content I Eonnectinnsl F'rl:ngramsl .ﬁ.dvancedl

2]

— Content Adwvizor

R atings help you control the [nternet content that can be
m wiewed an this computer,

Enable... I Sethngs...

— Certificates

% Uze certificates to pozitively identify pourzelf, certification
gl authorties, and publizhers.

Certificates... I Publizhers...

— Perzonal information

~ AutoComplete stores previous entries AutaComplets. . |
E‘-’ anhd suggests matches for pou.
Microsaft Profile fzsistant stores your by Profile... |
personal information.

Ok | Cancel |

Apply |

Step 5: Click once on the certificate listed. Then click Export.

Certificates

Intended purpose: I::AII::—

Personal |Other People I Inkermediake Certification Autharities I Trusted Rook Certificatior 4 I r I

Issued To Expirakia. ..

Skate of Kansas T

Irmport. .. Expork. .. Remowve

Certificate intended purposes

= |z




Step 6: Select Next

Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps wou copy certificates, certificate krusk
lists and certificate revocation lists from a certificate
skare ko yaur disk,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains infarmation
used to prokect data or to establish secure network,
connections, & certificate skaore is the swstem area where
certificates are kept,

To continue, click Mesxk,

| Mexk = | Cancel

Step 7: Select “Yes, export the private key” then click Next

Certificate Export Wizard

Export Private Key
ou can choose to export the private key with the certificate,

Private keys are password protected, IF wou wank ko export the private key with the
certificate, wou must bype a password on a later page.

Do wou wank to export the private key with the certificate?
{* Yes, export the private key

" Mo, do not export the private key

< Back | Mexk = | Cancel




Step 8: Select Personal Information Exchange — PKCS#12 (.PFX) and “Enable
strong protection (requires1E 5.0, NT 4.0 SP4 or above)

Step 9: Click Next

Certificate Export Wizard x|

Export File Format
Certificates can be exparked in a warigty of File Farmats.

Select the Format you want to use:

€| DER encoded|binary ¥, 5091(, CER)

€ Base-t4 encoded ¥,509 ( CERY

€ Cryphographic Message Synbax Standard|- BEES #7 Certificates (E7E]
I™ | Include all certificates inthe certification path i passible

¥ personal Information Exchange - PKCS #12 {,PFX)
[™ Include all certificates in the certification path if possible
¥ Enable strong protection (requires IE 5.0, NT 4.0 5P4 or above)

[ Delete the privake key if the export is successful

< Back. I Mext = I Cancel

Step 10: Typein a password for your private key
Note: Make sure that you keep track of this password as you will need it for future importing of your
certificate.

Certificate Export Wizard x|

Password
To mainkain security, wou musk prokect the private key by using a passwaord,

Type and confirm a password,

Password:
I********

Confirm password:
I********l

< Back I Mextk = I Zancel




Step 11: Click Browse

Certificate Export Wizard x|

File to Export
Specify the name of the file yau want bo export

File name:

I | Browse, ., |

< Back. I Mexk = I Zancel

Step 12: Select alocation such asyour floppy driveto store your certificate export
file (Note: Please select a removable device such as a Floppy or USB storage device.)

Step 13: Typein anamefor your export file, then click Save

Save in: IE' 3% Floppy [4:] j p =k ER-
File name: Il:uac:kup j C e
Save as type: IF'ersunaI Information Exchange [ pkz] j Cancel
e




Step 14: Click Finish

Certificate Export Wizard x|

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard,

You have specified the following settings;

File Mame Do
Export Keys Yes
Include all certificates in the certification path  Ho
File Formak Person.
! i

< Back. | Finish | Cancel |

Step 15: You should now receive an export successful message. Click OK.

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard,

Y¥ou have specified the Following settings:

File Mame Do
Expork keys Yes
Include all certificates in the certification path Mo
-] IFUI e —— PEI’SI:II'I-

Certificate Expa x|

The expart was successiul,

] N

= Back | Finish | Cancel |




I mporting a certificate using I nter net Explorer 6.0

Step 1. Open Internet Explorer 6.0

Step 2: Select Toolsat thetop and then select I nternet Options as shown below

) accessKansas: the Official Web site for the State of Kansas - Microsoft Internet Explorer

File Edit “iew Favaorites | Tools  Help
dmback ~ = ~ @) [ ¢ MalandNews ¥ | EMedia @“%v == RaE

Synchronize. ..
Address I@ htkp: e, accessk

Windows Update
The Official Web site

Show Related Links Sds

Yahoo! Messenger
Sun Java Console

acceSSB Reset WEb Settings. -

& service of che INFORMATION NETWC
Internet Options. .,
|| Searc isting 2|

Welcome New Services

Step 3. Select the Content Tab

2l

General |Seu:urit_l,ll F'rivau:_l,ll Enntentl Eu:unneu:tiu:unsl F'ru:ugramsl .-’-'-.dvann:edl

—Home page
% Y'ou can change which page to uze for your home page.
Address;

I1ze Current Ize Default I1ze Blank.

— Temparany Internet files

o Pages you view on the [nternet are stored in 2 special folder
@& Y for quick viewing later,

Delete Cookiez... | Delete Files. .. Settings...

—Hiztary

The Histor folder containg links to pages pou've vizited, for
quick access to recently viewed pages.

D ays to keep pages in histary: |2EI 3: Clear Histony |

Colaors. . | Fonts... | Languages... | .-'f-.ccessil:uilit_l,l...l

] I Cancel | Apply |




Step 4: Click Certificates

2]

Generall Securit_l,ll Privacy Content Eu:unneu:ti-:unsl F'r-:ugramsl .-'-‘«dvanu:edl

— Cantent Advizar

Ratingz help you contral the Internet content that can be
m vigwed on thiz computer.

Enable... I Sethings... I

— Certificates
% Uze certificates to pozitively identify vourself, certification
g authorties. and publishers.

Certificates. I Publizhers. . I

— Perzonal information
2 AutoComplete stores previous entries AutaComplets. .. |
and sugaests matches far pou.
Microzaft Profile Aesiztant stores pour by Profile.. |
perzonal infarmation.

OF. | Cancel | Spply |

Step 5: Click Import

Certificates

Intended purpose;

Persanal | Cther Pecple I Intermediate Certification Autharities I Trusted Raoaok Certificatior 4 I "I

Issued To | Issued By | Expiratio. .. | Friendly Mame |

Impart., .. Expart, .. Remove Advanced. ..

Certificate intended purposes

Wi

Close

Oji




Step 6: Select Next

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trusk
lisks, and certificate revocation lists From wour disk to a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used ko prokect data or to establish secure nebwork.
connections, & certificake store is the system area where
certificates are kept.

To continue, click Mext,

| Mext = | Cancel

Step 7: Select Browse

Certificate Import Wizard

File to Import
Specify the File wou wank Ea impaort,

File name:

Browse, .. |

Maoke: More than ane certificate can be skared in a single file in the Fallowing Farmats:
Personal Infarmation Exchange- PKCS #12 ( PF¥, P12}
Cryptagraphic Message Svnkax Standard- PKCS #7 Certificates (P7E)

Microsoft Serialized Certificate Skare (55T

< Back. Mexk = Cance|




Step 8: Locate your previousy saved certificatefile
(Note: You will not necessarily have a this file name or location, this was created for instruction
purposes only)

Step 9: Click once on the file name and then select Open

-]« ® ek E

File narme: Ibau:kup.m 2 j Open I
Files af bype: IF'ersu:unaI Infornation Exchange [* ph® pl2) j Cancel |
P

Step 10: Typein your private key password and then check the box next to “Mark

the Private Key as Exportable”
(Note: This password was originally setup when you exported your certificate. We will not have access to
these passwords.)

Step 11: Click Next

Certificate Import Wizard x|

Password

To mainkain security, the private key was protected with a password,

Type the password For the private key,

Password:
I********

[ Enable strong private key protection. You will be
prompked every time the private key is used by an
application if wou enable this option,

¥ Mark the private key as exportable

< Back I Mext = I Cancel




Step 12: Ensurethat this setting is“ Automatically select the certificate store based on
the type of certificate” then select Next

Certificate Import Wizard El

Certificate Store

Certificate stores are swskem areas where certificates are kept.,

Windows can automatically select a certificate store, or wou can specify a location For
£+ automatically select the certificate store based on the bype of certificate
" Place all certificates in the Following skore

Certificate stare;

Browse. .. |

= Back I Mexk = I Cancel

Step 13: Select Finish

Certificate Import Wizard x|

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard,

‘fou have specified the Following settings:

Cettificate Store Selected  Automatically determined by £
Cankent PF=x
File Marme Ci\Documents and Settingsije

< Back I Finish I Zancel |




Step 14: You will receive a security warning advising you that you are about to
install a certificate from the State of Kansas. Click Yes.

Security Warning =l

& Wou are about to install a certificate from a certification autharity (CAY claiming to represent:
Skate of kKansas Rook CA

‘indows cannot validate that the certificate is actually from "Skate of Kansas Rook C&", You should confirm its origin
by conkacting "State of Kansas Root CA", The Following number will assist wou in this process:

Thumbprint {shal); 0FSFAODE 1D9F3739 3BAG4241 1AABE15C BOSOSGEE
\Warning:
If wau install this rook certificate, Windows will autormatically trusk any certificate issued by this Ca. Installing a

certificate with an unconfirmed thumbprink is a security risk, IF wou click "¥es" wou acknowledge this risk.

Do wou wank ko install this certificate?

Yes | i [u] I

Step 15: You will then receive an import successful message. Select OK.

Certificates 7] x|

Intended purpose; I-::.ﬁ.ll:: j

Personal |Other People I Inkermediate Certification Autharities I Trusted Rook Certificatior_ 4 I k I

Issued To | Issued By | Expirakia, .. | Friendly Mame |

Certificate Import Wiz x|

@ The imparkt was successful,
Import... | Export Advanced. ..

Certificate intended purp

iew

Pl

Close




Step 16: You will be taken back to your Certificates menu. Ensurethat your
certificateislisted hereand that it also hasa valid expiration date. Click close.

Step 17: To ensurethat your certificateisvalid and that you
only have possession of one copy of your digital certificate,
please complete the following steps:

I. Removethebackup digital certificate from the removable storage device.
Instructionsfor a 3% floppy are:

Insert 3% floppy intodrive

Doubleclick My Computer on the desktop

Doubleclick 3%z Floppy Drive (A:)

Right click on your backup certificate and select Delete

Close 3 %2 Floppy Drive A: and Close My Computer

From the Desktop, right click on Recycle Bin, select Empty Recycle
Bin

g. Select Yestothe Message, “ Areyou sureyou want to delete all of the
itemsin therecycle bin?’

-0 o0 oW

II. Go back tothe computer where you exported the certificate from.

1. Open Internet Explorer 6.0
2. Select Toolsat thetop and then select I nternet Options as shown
below

; accesskansas: the Official Web site for the State of Kansas - Microsoft Internet Explorer

Fle Edt Wiew Favorites | Tooks Help
dmback ~ = ~ &) ] ¢a MalandNews ¥ | EMedia ®|E%v == RaE

Synchronize. ..
Address I@ htkp: e, accessk

Windows Update
The Official Web site

Show Related Links Sds

Yahoo! Messenger
Sun Java Console

acceSSB Reset \Web Settings. ..

A sarvice of o ENFORMATION MNETWW 7

Internet Options. .,
| Searc

. Welcome New Services




3. Sdect the Content Tab

2 x

General |Securit_l,l| F'rivac_l,ll I:-:nntentl I:l:nnnectil:unsl F'n:ugramsl .ﬁ.dvancedl

—Home page
% f'ou can change which page to use for vour home page.

Addrezs:

I1ze Current I1ze Default I1ze Blank.

— Temparary Internet files

o Pages you view on the Intermet are stared in a special folder
@& Y for quick viewing later,

Delete Cookies... |  Delete Files. .. Settings...

—Hiztary

The Higtory folder containz links to pages pou've vizited, for
quick access to recently viewed pages.

Diays to keep pages in histary: |2EI 3: Clear Histony |

Calars... | Fants... | Languages... | .-’-‘-.n::n::essihilit_l,l...l

k. I Cancel | Amply |

4. Click Certificates

2]

Generall Securityl Privacy Content I:Dnnecti-:unsl F'r-:ugramsl .-'-‘«dvanu:edl

— Content Advwvizor

Ratings help vou contral the Internet content that can be
m wigwed on thiz computer.

Enable... I Sethings... I

— Certificates
% Uze certificates to pozitively identify vourself, certification
gl autharitiez, and publishers.

Certificates... I Publizhers... I

— Perzonal information
™ AutoComplete stores previous entries AutoComplete. . |
and zuggests matches for pou.
Microsoft Profile Szsistant stores your Fu Profile. . |
perzonal infarmation.

Ok | Cancel | Aaply |




5. Click onceon the certificatelisted. Then click Remove.

Certificates ed |

Intended purpose: I::.ﬁ.ll:b j

Personal |Other People I Intermediate Certification Autharities I Trusted Raoaok Certificatior 4 I r I

Friendly Marme

Issued To Expirakia, ..

Jessica Whitney'. ..

Impart. .. Expart. .. Remoyve Advanced. ..

Certificate intended purposes

<l

View

Close

e |

6. You will receivethe following message:

Certificates |

& You cannok decrypt data encrypted using the certificates, Do wou wank ko delete the certificates?

Yes Mo |

If you do not have any encrypted data on this pc that you will need to decrypt using
thisdigital certificate, then select yes. Data typesinclude: encrypted emails, files,
etc...

CONGRATULATIONS, you arefinished!!!



